WO ODF O R E ST Woodforest Online Banking

NATIONAL BANK Enroliment Instructions

Overview

You can quickly and easily enroll in Woodforest Online Banking through www.woodforest.com!
There are two ways:

Enroliment Code
An enrollment code may be emailed or sent by text message to you, making enrolling in Online

Banking easier than ever.

- New customers can enroll at the branch after opening an account. If you do not enroll on the
same day as account opening, you will automatically receive a welcome email from
Woodforest National Bank which includes the enrollment code the day after account
opening.

« Existing customers may request an enrollment code by contacting us at 1-877-968-7962.
Please Note: Enrollment codes are only valid for 72 hours. After this time period, you must request a
new enrollment code by contacting Customer Care at 1-877-968-7962. Customers who do not provide
an email address should follow Step 2 below to enroll in Online Banking.

Using an Account or Debit Card Number

Customers may enroll anytime without contacting Customer Care by supplying their account or
debit card number. If enrolling using this option, the following information must be provided
during the enrollment process:

e Primary ID on file

e (Checking account, savings account or debit card number
e Mother's maiden name

e Date of birth

Steps to Enroll

1. Go to www.woodforest.com. WOODFOREST

2. Clle EnrO" (lOCated Wlthln the Onllne Banklng Online Banking & Personal Small Business Commercial Woodforest Cares  About Us
login box in the top left of the homepage). - &

Locate a Branc.. : - ‘7'; il_l:

-

3. Select Click Here to Sign Up on the Online [ Online Banking @ . YOUR

Banking Services Enrollment page that displays. BUEIEESS

Help | Enroll Login
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. Step 1 | Verify Identity

4. Select the primary identification type you
presented to the bank upon account opening
from the Identification Type dropdown list
(Social Security Number, Driver's License, State
Identification Card, Matricula Card, Military
Identification, or Passport).

5. Enter the identification number in the
Identification Number field that correlates with
the selected Identification Type.

6. If you select a Woodforest account or debit
card number in the Verify Yourself With field:

+ Enter your checking, savings, or debit card
number in the Account field.

+ Enter your mother's maiden name in the
Mother’s Maiden Name field.

+ Enter your date of birth in mm/dd/yyyy
format in the Date of Birth field.

7. If you select a “Welcome” code in the Verify
Yourself With field:

+ Enter the welcome enrollment code that
was emailed to you in the Woodforest
Online Services Welcome Email.

8. Click CONTINUE to proceed, or CANCEL to
cancel enrollment. The Woodforest National
Bank Online Services Agreement displays.

9. Review the Woodforest National Bank Online
Services Agreement.

. Step 2 | Online Services Agreement

10. Click I ACCEPT to proceed or | DECLINE to
cancel enrollment.

The Optional Services page displays.

Woodforest Online Banking
Enroliment Instructions

Online Services Enroliment

IDENTIFICATION TYPE — Select a type —
Social Security Number
Driver's License

IDENTIFICATION NUMBER

State Identification Card bit card number
VERIFY YOURSELF WITH Matricula Card

Military Identification

Passport

Online Services Enroliment

1. Verify Identity

IDENTIFICATION TYPE: Driver's License |
IDENTIFICATION NUMBER: 987654321 X

O a Woodforest account or debit card number
VERIFY YOURSELF WITH A o "
O a "Welcome" token

Online Services Enroliment

1. Verify Identity

IDENTIFICATION TYPE Driver's License v
IDENTIFICATION NUMBER 987654321

| ® a Woodforest account or debit card number
VERIFY YOURSELF WITH:

O a "Welcome" token

ACCOUNT: 12345 Checking, Savings or Debit Card Number
MOTHER'S MAIDEN NAME: Jones X
DATE OF BIRTH 01/01/1975 Format: mm/ddyyyy

[&LILTT | Cancel

Online Services Enroliment

IDENTIFICATION TYPE Driver's License ﬂ
IDENTIFICATION NUMBER: 987654321

O _aWoodforest account or debit card number

VERIFY YOURSELF WITH. . N
| . ® a"Welcome" token

|WELcou£ TOKEN AB3KDLQH X |

Online Services Enroliment

Please review the following terms and conditions. You must accept these before you can continue the enrollment
process.

Woodforest National Bank Online Services Agreement (A

Woodforest National Bank Online Services Agreement
Revision: 01/28/2013

This Woodforest National Bank Online Services Agreement ("Agreement”), as amended from time to time, governs your use and
access to Woodforest National Bank's Online Services ("Online Services”). Please read and download, save, and/or print a copy for
your records. If you have any questions, you can speak directly to Woodforest Customer Care by calling 1-877-968-7962, by
contacting your personal banker at one of our branch locations, or by visiting www.woodforest.com.

Definitions
In this Agreement, the words

"Accou hecking Account, Money Market Account ("MMT"), Savings Account, Certificate of Deposit ("CD"), Individual
Retirement Account ("IRA"), or Loan Account offered by Woodforest National Bank. Consumer accounts are used primarily for

I Accept | |Decline

v
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. Step 3 | Optional Services

11.

12.

Select Yes, I'd like to enroll if you would like
to enroll in eStatement services. Review the
Terms and Conditions displayed. Select the
checkbox I verify that | can view PDF

documents and | consent to the terms above,

then click | ACCEPT to proceed or | DECLINE
to cancel enrollment.

Select No, thank you if you do not wish to
enroll in eStatement services, and then click
CONTINUE. A Paper Statement Fee may
apply. See your Terms and Conditions and
Disclosures provided at account opening for
further details.

. Step 4 | Setup User Profile

13.

14.

15.

Rev 4/20

Enter your primary email address in the Email
Address field. This will be set as your primary
email address in Online Banking.

Re-enter your email address in the Confirm
Address field.

Note: A verification email will be sent to this
email address. Remember to check your email
and follow the directions to complete the
verification process. You must verify your
email address to receive certain types of
alerts.

Enter a unique username in the Username
field. Your username must be more than
three (3) characters and is not case-sensitive.

Woodforest Online Banking
Enrollment Instructions

Online Services Enroliment

reement | 3. Optional Services

Make an “eStatement” and go paperless - the fast, convenient, secure, eco-friendly way to receive your account
statements! Once enrolled, all of your eligible eStatement accounts will be set to electronic only. Preferences per
account may be updated on the Service Center page at any time.

o Verify Identity &

Would you like to enroll in eStatement services?

No, thank you

Woodforest National Bank Online Services Agreement A
Woodforest National Bank Online Services Agreement

Revision: 01/28/2013

This Woodfarest National Bank Onine Services Agreement (Agreement’, a3 amended from fime (o tme, goverrs vour use and
s O and downloa

copy f
vour reco ds \fvou have any m esmns you can speak di iroc nv 1o \Ncodloresl Cuslomer Care Dv caling e eas 7952 by
contacting your personal banker at one of our branch locations, or by visiting www.woodforest.com

Definitions
In this Agreement, the words:

+ "Account" means Checking Account, Money Market Account ("MMT"), Savings Account, Certificate of Deposit ("CD"), Individual
Retirement Account ("IRA"), or Loan Account offered by Woodforest National Bank. Consumer accounts are used primariy for ¥

A ’
WAl ADOBE READER

\ verify that | can view PDF documents and | consent to the terms above.

Online Services Enroliment

o Verify dentity & Services Agreement % Opt ces | 4. Setup User Profile

The following is required to complete your user profile.

Setup your contact information:
JohnDoe@email.com
JohnDoe@email.com

Setup your username and password:
Jdoe A

ooooooooo

acters and must meet at least 3 of the following 4 categories.

ecurity we recommend that you change your password every 90 days.
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16. Enter your password in the Password field.

Passwords must be a minimum of eight (8) Password Complexity Requirements
characters, include upper and lowercase Your password cannot contain your username.

Ietters, and include numbers and/or SpeCial Your password must be a minimum of 8 characters and must
symbols. Review the Password Complexity meet at least 3 of the following 4 categories:

English uppercase characters (A - Z)

English lowercase characters (a- z)

Numeric digits (0 - 9)

Non-alphanumeric (For example: !, $, #, or %)

Requirements located at the bottom of the
Setup User Profile page for specific
requirements when selecting a password.

17 R din the Confi Passwords are case sensitive. For added security we
: e-enter your password in the Confirm recommend that you change your password every 90 days.

Password field.

18. Click CONTINUE to proceed.

. Step 5 | Setup Security Profile

19. Select a question from the Question

dropdown list. Online Services Enroliment
P
& Verify dentity % vices Ag ent & Optional Services ¥ Setup User Profi c
20 Eﬂter the answer tO the Se|eCted queStlonS For security purposes, you must select challenge questions that will be used for additional identi
answers that you can easily remember. Answers are not case sensitive.
Note: Select questions and answers that are uesor | In what city or town was your firstjob? M
ANSwER:  Spring
easy for you to remember. Answers are not 5
. question: | In what city does your nearest sibling live? bt
case-sensitive. Do not use the same answer to aswer Houston
every queStIOﬂ These quest,ons are an question:  What is the middle name of your youngest child? ﬂ
important part of the security model, helping e
to keep your Online Banking sessions safe. e e .
27. Repeat steps 19 and 20 until all four security

guestions and answers are complete.

Congratulations!

You are now enrolled in Woodforest Online
Banking. All eligible accounts are now available
to you through Woodforest Online Banking.

Next Step | Enroll in Multi-Factor Authentication

You must be enrolled in Multi-Factor Authentication in order to use certain features such as Bill Pay,
Mobile Deposits, Western Union, and Debit Card Management. earn more about the different
options Woodforest offers on the following pages!
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Multi-Factor Authentication

Multi-Factor Authentication offers a more secure way to login to Online Banking. Text Message
Authentication and Mobile Authenticator are two Multi-Factor Authentication options for mobile
devices. They involve one-time security codes that expire after a period of time either being sent
as a text message to your phone (Text Message Authentication) or retrieved from a third-party
authenticator application downloaded onto your phone (Mobile Authenticator).

Using your password and an extra security code makes it more difficult for an imposter to login to
your account. Once installed, Multi-Factor Authentication will replace your Security Questions.

For security reasons you must enroll in Multi-Factor Authentication to use some Online Banking
features, such as:

+ Bill Pay + Western Union
- Mobile Deposits « Debit Card Management

Please Note: If you are using a third party aggregator such as Mint, QuickBooks, Quicken, etc. you will need to
set up a Limited Access Password in order to allow the systems to connect. See the Security Center in Online
Banking for more information regarding Limited Access Passwords.

Text Message Authentication

To set up Text Message Authentication, login to WOODFOREST*

NaTionaL Bank

Online Banking and go to the Security tab. Select S e e e
Manage Text Message Authentication. Once you WManage Text Message Authenicaton

are set up, you will receive a one-time code delivered | s it i s
to your mobile phone when Multi-Factor

Authentication is required. You can disable a mobile

v receiving activation codes to your

by Quicken and QuickBooks. You

asT i are
ervices if you wish to continue enabling Text Message Authentication.

ny time, send STOP to MYWNB (69962).

Enabled For Text Message Authentication

n u m b er fo r Te X.t M eS S a g e A u.t h e nt I C at I O n a.t a n y t I m e in.:j\lowmg phone numbers are currently enabled for text message authentication. You may remove them from this feature at any time using the Disable button

There are no phones currently enabled for text message authentication.

and revert back to answering Security Questions.

Pending Ownership Verification
The following phone nu
receive an activation code to your mobile phone that you

mbers are eligible for text message authentication, but your ownership has not been verified. During the verification process, you wil
will be asked to provide. Once verified, the phone will be enabled for this feature.
1fno phone yed. please visit the Managing Contact Points page.

Message and data rates may apply. Please contact
. . . . Mine 832-291-1825

your carrier for details. If you wish to opt out, simply

text STOP to MYWNB (69962).
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. Mobile Authenticator

To set up Mobile Authenticator, login to Online WOODFOREST* e ————

NaTionNAL Bank

Banking and go to the Security tab. Select Acounts  Tanses  PayBils  Messages e

Manage Mobile Authenticator. You will be Manage Mobile Autheniicator

orompted to download an authenticator appli-
cation of your choosing from your device’s

application store. Detailed instructions for each C

n on your smart
activation codes. You will be prompted to

ported by Quicken and QuickBooks. You will need to

mabile device may be installed from the application store that is specific to your mobile device. We recommend using cloud-based

. - Authy
of the recommended authenticators can be - i
= 1Passwort d
found by selecting the associated link under S —
Once authenticator is installed on application an r scan the QR code below to add your key, or create the key by entering the
S‘t e p 1 Manual Key displayed below. For key and QR code hange every time this page is loaded or refreshed.

I@woor
uqwzjytg3quiandskysfijdfecplsa3 |
FEGFKEV. | Time based

Once an authenticator is installed on your
device, open the application and add your
unigue authenticator key by scanning the QR St 3: Vertyyour curent code

Enter the current code displayed on the authenticator app on your mobile device into the field below, and click Submit. Once you have completed this
nline Services acc

code or entering the manual key. Once set up, if e
Multi-Factor Authentication is required you may

be prompted to enter a code generated by and
displayed on your authenticator app.

You can disable a Mobile Authenticator at any
time and revert back to answering Security
Questions.

For more information, please visit www.woodforest.com and click Help located within the Online
Banking login box in the top left of the homepage. Here you will find Frequently Asked Questions, and
more. For additional help or support, contact us at 1-877-968-7962 or visit your local branch.
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